
Remapped Data Processing Terms 

1.  Roles and scope 
These terms apply where Remapped processes Personal Data contained in Your Data on 
your behalf. You are the controller and Remapped is the processor. They form part of the 
Assessment Terms. Your Data may include outputs generated by Remapped's Rapid 
Discovery and other Discovery Tools, together with other technical and operational data 
provided for the assessment. 

​
You confirm that you have a lawful basis and the necessary rights and authority for the 
processing of Personal Data contemplated by these terms, including the deployment of 
the Discovery Tools and the provision of the resulting data to Remapped, and that you 
have provided any notices required by applicable law. 

2.  Our instructions 
We process Personal Data only on your documented instructions, which include the 
Assessment Terms, these terms and any other documented instructions agreed for the 
assessment, unless required otherwise by law. Where the law requires processing, we 
will tell you first unless the law prohibits that. We will inform you without undue delay if, 
in our opinion, an instruction infringes applicable data protection law. We will not 
determine the purposes or means of processing Personal Data on your behalf. 

3.  Confidentiality 
We ensure that personnel authorized to process personal data are bound by appropriate 
confidentiality obligations. 

4.  Security 
We implement appropriate technical and organizational measures under Article 32, as 
described in Annex 2. 

5.  Sub-processors 
You give general written authorization for our use of the sub-processors listed in Annex 
3, which include our group companies and our hosting provider. 

We will give at least [30] days' notice before adding or replacing a sub-processor, and 
you may object on reasonable data protection grounds. We remain responsible for our 
sub-processors' performance. 

6.  Assistance with data subject rights 
Taking account of the nature of the processing, we will assist you by appropriate 
technical and organizational measures in responding to requests from individuals 
exercising their rights. 

7.  Personal data breach 
We will notify you without undue delay and in any event within forty-eight (48) hours 
after becoming aware of a Personal Data Breach affecting Personal Data processed 
under these terms. We will provide the information reasonably available to us, including 



the nature and likely impact of the breach and mitigation measures, and will cooperate 
with you in remediation and in meeting your obligations under applicable data protection 
law. 

8.  Assistance with Articles 32 to 36 
We will assist you, taking account of the nature of processing and the information 
available to us, with security, breach notification, data protection impact assessments 
and prior consultation. 

9.  Deletion or return 
On termination or completion of the relevant processing, or on your earlier written 
request, and in any event within 30 days of the applicable request or termination, at your 
choice we will return the Personal Data or securely delete or render it unreadable, unless 
applicable law requires retention. Copies held in routine backup systems will be deleted 
in accordance with the ordinary backup cycle and remain protected under these terms 
until deleted. 

​
This clause does not apply to Personal Data that Remapped processes as an 
independent controller, including platform account, access, usage and authorization 
records described in our Privacy Notice. 

10.  Information and audits 
We make available all information necessary to demonstrate compliance with Article 28 
and allow for and contribute to audits or inspections by you or your appointed auditor, no 
more than once in any twelve (12) month period (except following a Personal Data 
Breach or where required by a supervisory authority), on at least thirty (30) days' written 
notice, during business hours, at your cost and subject to appropriate confidentiality 
obligations. We may satisfy an audit request by providing current relevant third-party 
certifications or audit reports where these reasonably address the requested 
information. 

11.  International transfers 
Personal data is hosted in the United States and may be accessed by our personnel and 
sub-processors in the countries listed in Annex 3. 

Where Personal Data is transferred out of the United Kingdom or the European 
Economic Area to a jurisdiction that does not provide an adequate level of protection, 
the transfer will be made under an approved transfer mechanism. Where required, the 
European Commission's Standard Contractual Clauses apply using Module 2 
(Controller-to-Processor), with you as data exporter and Remapped as data importer, 
together with the UK International Data Transfer Addendum for restricted transfers from 
the United Kingdom and a transfer risk assessment where required. The Standard 
Contractual Clauses are incorporated by reference into these terms. For Clause 17 of the 
Standard Contractual Clauses, the laws of Ireland apply and, for Clause 18, the courts of 
Ireland have jurisdiction. The UK Addendum is governed by the laws of England and 
Wales. 



12. Government access and additional safeguards 
We maintain procedures to handle governmental, regulatory and law-enforcement 
requests for access to Personal Data. Where legally permitted, we will notify you 
promptly; assess the legality of and challenge unlawful or disproportionate requests; 
disclose only the minimum Personal Data necessary; remove identifying elements where 
reasonably possible; cooperate with you to contest or limit the request; maintain 
applicable confidentiality and security protections; and not disclose encryption keys or 
otherwise weaken security protections. 

We will minimize the amount of Personal Data processed, apply pseudonymization 
where feasible, and suspend affected processing where compliance with applicable data 
protection law cannot be ensured. You may require the affected processing to cease 
where compliance cannot be restored within a reasonable period. 

13. Order of precedence 
In the event of any conflict between these Data Processing Terms and the Assessment 
Terms, these Data Processing Terms prevail to the extent of the conflict in relation to the 
processing of Personal Data. 

14. Governing law 
These Data Processing Terms are governed by the law and subject to the jurisdiction specified in the 
Assessment Terms, except that the Standard Contractual Clauses and UK International Data Transfer 
Addendum are governed as set out in clause 11 above. 

Annex 1. Details of processing 
Item Detail 

Subject matter Production and support of a database estate assessment using technical, 
system and infrastructure data, including outputs generated by 
Remapped's Rapid Discovery and other Discovery Tools and other data 
provided by the controller. 

Duration For the duration of the assessment and related support, and thereafter 
until return or deletion in accordance with clause 9. 

Nature and purpose Hosting, collection where applicable through the Discovery Tools, analysis, 
transformation and processing of technical environment data, generation 
of the Report, support and platform operation. 

Types of personal data Business-related and technical Personal Data that may be included in the 
customer environment or Discovery Tool outputs, including names, 
usernames, user IDs, business contact details, professional 
role/department information, system and application usage data, device, 
infrastructure and configuration data, licensing, entitlement and 
deployment-related data, log data, access records and system-generated 
identifiers. 

Categories of data 
subjects 

Employees, contractors and representatives of the controller; IT and 
system users whose data is included in infrastructure, application or 
licensing environments; and customer personnel involved in IT, 
procurement, finance or licensing functions. 

Special category data Not intended. The controller must not knowingly provide special category 
or sensitive Personal Data unless expressly agreed in writing and 
appropriate safeguards are implemented in accordance with applicable 
law. 

 



Annex 2. Technical and organizational measures 

Remapped implements and maintains technical and organizational measures 
appropriate to the risk, including:​
 

1.​ Physical access control: controls appropriate to relevant premises and facilities, 
including managed access, key/access-holder controls and physical security 
measures. 

2.​ System access control: encryption of data in transit and at rest; individual user 
authentication; additional authentication for privileged or special applications; 
automatic device/session locking; and user access logging. 

3.​ Data access control: role-based access control, authorization routines, access 
reviews/audits, logging, and restrictions on removable media. 

4.​ Disclosure control: secure networks and transmission channels, logging, 
encryption of authorized removable media where used, and controlled remote 
access through dedicated endpoints. 

5.​  Input control: access rights, system logs, security/logging software and defined 
functional responsibilities to track the entry, alteration, removal and deletion of 
data. 

6.​ Availability control: backup processes and retention, malware/firewall protections, 
recovery measures, and use of hosting infrastructure subject to recognized 
security assurance standards where applicable. 

7.​ Separation control: logical separation of customer data and separation of test, 
development and production environments; Personal Data is encrypted as 
appropriate to the relevant system and risk. 

8.​ Organizational safeguards: personnel confidentiality and training, vulnerability 
and patch management, incident response procedures, sub-processor assurance, 
and periodic review of security controls. 

 

Annex 3. Sub-processors 

Sub-processor Role Country 
Amazon Web Services Hosting of the platform and 

stored data 
United States, 
us-east-1 

Cintra Corporation UK Ltd Delivery, support and platform 
operation 

United Kingdom 

Cintra Brasil Software e 
Serviços Ltda 

Delivery and support Brazil 

Cintra Software and Services 
Private Limited 

Development and support India 

Revolution Marketing (UK) 
Limited 

Development, maintenance and 
support 

United Kingdom 

 


